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» Environment Today - Cyber and Signal Threats Ulyssés
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Tackling a growing cybersecurity threat
DNV Maritime Cyber Priority Report 2024

Survey among more than 500 maritime professionals
DNV experts warn that many are underestimating
the scale of the threat and should take extra steps
to protect their assets.

https://www.dnv.com/expert-story/maritime-impact/

DNV


https://www.dnv.com/expert-story/maritime-impact/tackling-a-growing-cybersecurity-threat-in-an-increasingly-connected-industry/#:~:text=Scale%20and%20frequency%20of%20cyber,innovate%2C%20despite%20the%20cyber%20threat

> Environment Today - Cyber and Sighal Threats Ulyssés

Cyber Attacks rising rapidly

Increasing cyber threats

SSSSSSS

31% of maritime professionals
reported at least 1 attack in 12 months

37% of maritime professionals
expect a significant rise in the next 12 months

7 out of 10 leaders of maritime organizations consider
cybersecurity to be the greatest risk today and that they are
vulnerable

DNV



> Cyber Attack example — AlS SPOOFING

Hackers differentiate
= position,

= navigation

= timing information

SSSSSSS

How easy is it?
VERY EASY! GPS
signals are weak and
unencrypted



» Cyber Attack examples

Infrastructure

Voyager Worldwide, Dec 2022

Hack in IT systems. All systems went down
for hours

PLAY, Dec 2022

Suffered ransomware damage

DNV, Jan 2023

Ransomware attack— 15% impact on the
whole of customers / fleets

Port of Lisbon, Dec 2025

Suspended for four days.

Stolen data value 1.5M

https://marpoint.gr/blog/maritime-cybersecurity-attacks-on-the-rise/
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Ships

Lab Dookhtegan Cyber Attack, Mar 2025
on Iranian Oil Tankers:
116 Iranian Oil Tankers were hacked

All external and internal communications
were disrupted

https://cydome.io/lab-dookhtegan-cyber-attack-on-iranian-oil-tankers-disrupts-operations/
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} Cyber Attack in the Military Ulyssés
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17 March 2025

US Solong — MC Stena Collision
Was it AIS spoofing?

Portuguese flag ship collided with a US
military oil tanker triggering a massive
explosion

Other eminent examples in Lebanon,
Libya and the Eastern Mediterranean.

>a
TASK ASSISTANT Marine Software Solutions We solve problems because we care


https://www.vesselfinder.com/news/29016-WATCH-AIS-data-reconstruction-video-of-the-collision-between-oil-STENA-IMMACULATE-and-container-ship-SOLONG-in-the-North-Sea

Navigation

Ship Network Charts/ECDIS
Customs/Immigration GNSS Communications
E-mail / Radar AlS
Timekeeping /  Weather GSM
\\\ L Radio

Satellite link

\\.\ , Updates and Ship-to-Ship/Shore
. VolP
Ship’s /
Vulnerable /o /
Networks . = -

i

Crew Network I '@HHIU!HL

E-mail
Entertainment
WiFi/Wired
Network Backbone
Closed Circuit TV | k
B.etter Firewall/Internet Industrial Control Systems "
solutions are Intercom Stations Cargo Handling \
. MasFer Clock Human-Machine Interface Loading and Stability
I‘eCIUII‘ed. o Public Address/Alarm Operational Technology Bay Planning
Remqte Management of Propulsion/Steering EDIFACT
S piiin Siystans Sensors Hull/Ballast System

Segmentation of Devices



Cyber Attack Mitigation Measures Ulyssés

SYSTEMS

= Prioritize cyber security in maritime companies’ environment.
= Enable Proactive measures — Create effective
Cyber Security Risk Management solution.
= |nstall a dedicated maritime cybersecurity
solution that is independent
of communication devices and protects
all external and internal network traffic.

=  Employ GNSS Denied Environment
machines...

= Use innovative technology that utilizes
Al techniques/models in order to dynamically safeguard
communication systems. hitos:/marpointariblog/eyber-attacks-in-shipping-the-unknown-global-threat/
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» Dynamic data input points
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» Cyber Secure Navigation Model

Atree view of the
Cyber Attacks Monitoring
and Integration Model




Cyber Model Affects Navigation Model Ulyssés
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-

The Cyber Model

IS connected in

real time with the

Vessel Operations Model

providing and maintaining
awareness in navigation

>a
TASK ASSISTANT Marine Software Solutions We solve problems because we care



RADAR GPS IMPUT

O
The Cyber Model receives

and interconnects critical data

@ECEIVE SHIP'S POSITION FROM DIFFERENT INPUT SOURCES]

N

Input Sources:

AlS, GPS,
WALIDATE POSITION'S MULTIPLE INPUTS THROUGH COMPAR... AlS INPUT

® O Radar, VHF

CREATE ALARM IF POSITION 15 MOT VALIDATED CORRECTL...

SHIPS PERF%MANCE MONITORING ( this isjusta Ul r... Receive inpUtS and CREATE ALARMS

COMMUMICATE CORRECT VALIDATED SHIF'S POSITION AND ...

O

CYBER SECURE MAVIGATION

O-

WVOYAGE STATUS

®



The Cyber Model receives
and interconnects critical data

o Receives an AlIS Spoofing input

AlS INPUT

AlS SPOOFING

Validate pOSitiOﬂ dccuracy NOTIFY USERS ABOUT POSSIBLE ATTACK

@
DIFFERENCngHIP@ Notify Bridge Personnel of Attack

EQUIPMENT MALFUNCTION

O

ION'S MULTIPLE INPUTS THROUGH COMPAR.... CORRECTIVE AND PREVENTIVE MEASURES FOR CYBER THREA. .. ECDIS GPS SPOOFING
' ® @)




&©

The Cyber Model provides inputs @mﬁt)
to the Navigation Model ©

WOYAGE STATUS

®

Data inserts from
1 AIS Input and AlS
Spoofing nodes

TRANSPORT THE CARGO FROM A TO B (minimum threshold. ..

?

OPTIMISE COMPLIAMCE TO CHARTERPARTY

®
The Cyber Model provides inputs

to the Navigation Model for the
PREVENTION of ACCIDENTS

@EVENT HIGH CONSEQUENCE ACCIDENTS]
+




Thank youl!

Since 1996, Ulysses Systems is a leader in software innovation for the Maritime Industry, providing management solutions
to ship-owners and ship managers. Its award winning software, Task Assistant® enables both office and seagoing
personnel fo work intuitively, efficiently and effectively. Class certified by DNV, Bureau Veritas and ClassNK, Task Assistant®
is designed to require minimal training. Managers should expect a fast return on total software lifecycle cost from reliable
and mature process optimization and minimization of information gaps.

UIySSEs TASK ASSISTANT

SYSTEMS caring for the ship industry

ATHENS - LONDON - MUMBAI - CHICAGO
* "-.

'-.NN%‘“'““N b4 C |T|S AWARDS

www.ulysses-systems.com

info@ulysses-systems.com follow us on Lihk&d m
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